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PowerCLI Info Getting Started Quick Helpful Commands Host Static Routing

To list all the host routes: Get-VMHostRoute -VMHost "hostname"

vSAN Cmdlets Core Storage & Policy Cmdlets

What is PowerCLI? VMware PowerCLI frequently asked questions (FAQS) link: Top 5 VM memory allocation:
http:/communities.vmware.com/docs/DOC-13700 Get-VM | Sort-Object -Property MemoryGB -Descending | Select -First 5 To create a hew route on a host:
VMware PowerCLl is a To find out what cmdlets are available: Get-VICommand . . New-VMHostRoute -VVMHost "hostname" -Destination X.X.X.X -Gateway Y.Y.Y.Y -
. K . Total memory available on all ESXi: ) .
powerful, easy-to-use To show documentation for all available cmdlets: Get-PowerCLIDocumentation For PrefixLength ZZ -Confirm:$false

Get-VMHost | Measure-Object -Property MemoryTotalGB -Sum |Select -

Cl u Ste r O b 1 scripting interface to manage help with a cmdlet: Get-Help cmdlet-name —Full £ P, S
JeCtS the vSphere platform. XpandProperty Sum To remove a route on a host:
Administrators can leverage Report on NumCPU and number of VM: Remove-VMHostROt;te -VMhostRoute (Get-VMHostRoute ;BVMHost
. ) ] AR ) "hostname").Where{$_.Destination -eq "Y.Y.Y.Y"} -Confirm:$false
Export-SpbmStoragePolic ity cvervioy ok How to Connect to vCenter Server or ESXI et BN D (s Aoy e b of
Get-VsanSpaceUsage Add-VsanObjectToRepairQueue y ey evendaytese Select BNNUMCpUTES(S._Name)) @ {N="Number o To st all the host routes for all hosts in @ VSAN Fault Domain
p g j p VM"E={$_.Count}} Get-Cluster -Name "Cluster" | Get-VsanFaultDomain -Name "SiteA" | Get-VMHost | Get-

Ge t_spb rn Cap abi/ity To connect to a VMware vCenter server. Start a new session or reestablish a VMHostRoute
previous session with a VMware vCenter server. Most APl methods require parameters.

Get-VsanClusterConfiguration Get-VsanComponent

. $ =C VIS _s 192.168.0.10 -U: Admin -P d PassO1 You create those with New-Object: To create a new route on all hosts in a vSAN Fault Domain:
S V C/ C f o G V Ob ° Ge t'spbm COmpa tlb/eStOrage Tzrzj/iscozzgjtcfromet:]veezon:;:;d vSphere serv:;r e e $vm = Get-VM -Name MyVM Get-Cluster -Name "Clustgr" I.Get-VsanFauItDomain -Name "SitgA" | Get-VMHost |
e t_ San US ter On Ig Ura tlon e t- San _jeCt t E t 't . t . Disconnect-VIServer -Server $srv -Confirm:$false $spec = New-Object VMware.VimVirtualMachineConfigSpec New-VMHostRoute -Destination X.X.X.X -Gateway Y.Y.Y.Y -PrefixLength ZZ
° Ge -Spbm n I yCOI"I flg ura Ion $spec.latencySensitivity = New-Object o remove a < N ) .
_ _ vVim. [ pecific route on all hosts in a vSAN Fault Domain:
Start Vsan C/US terReb a/an Ce Get Vsan Resyn Clng Comp On en t o H to St C t Cred tial Xzavgj:_ea\t/;r:c;ast::sciz/ijii;sl_lzzg: Get-Cluster -Name "Cluster" | Get-VsanFaultDomain -Name "SiteA" | Get-VMhost | Get-
Ge t-spbmFa UItDom aln OW 10 Store vienter Lreaentials [VMw;:\re.Vim.LatencySer.wsitivitySensitivityLeveI]::high VMHostRoute | Where-Object {$_.Destination -eq "Y.Y.Y.Y"} | Remove-VMhostRoute

Stop - Vsan C/US terReb a/an Ce Ge t' Vsan Resyn Cingo VerVie W Method to not have to input credentials every time you connect to vCenter: $vm.ExtensionData.reReconfigVM($spec)

Up da te_ Vsan HCIDG tab ase Rep air_ Vsan ObjeCt ge g-gpgmgOI,?/?/n 7t-{m eGRepllca New-VICredentialStoreltem -Host vcsa.lab.local -User root -Password "VMware1!"
- - To remove credentials: Remove-VICredentialStoreltem -Host vcsa.lab.local -Conffm To list all of the VSAN disks groups for an ESXi host:
Get-VsanRuntimelnfo el-opbmiiepiicationsroup it of the VSAN ciss sroups fo an ESXI
To list all of the disks within a VSAN disk group for an ESXi host:

. . N Get-VsanDiskGroup -VVMHost (Get-VMHost | Select -First 1)
Get-VsanStat ] Get-SpbmReplicationPair Enabling / Disabling vSAN
e Sa a Fa U |t D O m a I n S H Method to create a cluster, enabling vVSAN upon creation: Get the assigned Storage Policy for a vVSAN Datastore: $vmhost = Get-VMHost | select -First 1
Ge t_spbmSto ragePO/ICy New-Cluster -Name "Cluster" -Location "Datacenter" -VsanEnabled $vsanDiskGroup = Get-VsanDiskGroup -VMHost $vmhost

Get-Cluster -Name "Cluster" | Get-Datastore | Where-Object {$_.Type -eq "vVSAN"} | Get-SpbmEntityConfiguration

Ge t_ Vsan Vle W Get-VsanDisk -VsanDiskGroup $vsanDiskGroup

VSAN Datastore Policy

. . Ge t—spbm Vle w Method to enable vSAN on an existir?g cluster: Set the assigned Storage Policy for a vVSAN Datastore: To create a new vSAN disk group for an ESXi host
Ge t-VsanEnterMaintenanceMo d eRe p ort G et- VS an F au / t D omain N ew- ) Set-Cluster -Cluster "Cluster” -Location "Datacenter” -VsanEnabled $true Get-Cluster -Name "Cluster” | Get-Datastore | Where-Object {$_Type -eq "VSAN'} | Get-SpbmEntityConfiguration | Set- $vmhost = Get-VMHost | select -First 1
G e t— VS an V[ ew Method to disable VSAN on an existing cluster: SpbmEntityConfiguration -StoragePolicy (Get-SpbmStoragePolicy -Name "RAID5") $ssd = Get-ScsiLun -VmHost $vmhost | where {$_.extensiondata.ssd -eq $true -and

Ge t_ Vsan Evacua tlonPlan Vsan Fa UltDom ain Rem O Ve- Import-SpbmStoragePO/icy Set-Cluster -Cluster "Cluster" -Location "Datacenter” -VsanEnabled $false :a;);tdeixi:nGDeatEZtsoiiilr?i-s\ljrr-vilcjafttrﬂl:ve:whost | where {$_.extensiondata.ssd -eq $false -and

[ i i i _ ; $_.ExtensionData.LocalDisk -eq $true}
VsanFaultDomain Set- New-SpbmRule Deduplication & Compression TRIM/UNMAP Support - VSAN 6.7U1 or higher

New-VsanDiskGroup -VMHost $vmhost -SsdCanonicalName $ssd.CanonicalName -
DataDiskCanonicalName $datadisk.CanonicalName

D i S k G ro u p Including DD+C when creating a cluster: To enable TRIM/UNMAP:
Vsan Fa UItDOI ) ’aln Ne w S meu/eSet New-Cluster -Name "Cluster" -Location "Datacenter" -VsanEnabled $true - Get-VsanClusterConfiguration -Cluster (Get-Cluster -Name "Cluster") | Set-VsanClusterConfiguration -guestTrimUnmap $true To remove a disk from a VSAN disk group:
p SpaceEfficiencyEnabled $true $vmhost = Get-VMHost | select -First 1

To disable TRIM/UNMAP: $vsanDiskGroup = Get-VsanDiskGroup -VMHost $vmhost

Get Vsan DiSk Ne W_Spbl , ,Sto ragePOllcy Method to enable/disable DD+C on an existing VSAN cluster: Get-VsanClusterConfiguration -Cluster (Get-Cluster -Name "Cluster") | Set-VsanClusterConfiguration -guestTrimUnmap $true $vsanDisk = Get-VsanDisk -VsanDiskGroup $vsanDiskGroup | select -first 1 Remove-

Set-Cluster -Cluster "Cluster" -Location "Datacenter" -VsanEnabled $true/$false
3 /3 VsanDisk -VsanDisk $vsanDisk

. g Remo\/e_s bmstora ePOliC -AllowReducedRedundancy $true e Mode
Get-VsanDiskGroup Encryption P g y Maintenance Mod

Se t_Spmen titycon figura tion VSAN Encryption To place a vSAN Host in Maintenance Mode )
Ne W' Vsan DiSk Enabling VSAN Encryption on a cluster: Set-VMhost -VMHost "hostname" -State Maintenance -VsanDataMigrationMode EnsureAccessibility/Full/NoDataMigration Free vSAN Datastore CapaC|ty
Start_ Vsan En Cryp tion Con fig Ura tion Se t-SpbmStO ragePOllcy Start-VsanEncryptionConfiguration -Cluster "Cluster" -EncryptionEnabled $true - To take a VSAN Host out of Maintenance Mode Free Raw Capacity:

1 . . . KmsCluster 'KMSCluster' -AllowReducedRedundancy $true Set-VMhsot -VMHost "hostname" -State Connected (Get-VsanSpaceUsage -Cluster "Cluster").FreeSpaceGB
NeW VSGnDISkG.rOUp Add_KeyManagementserver Start-spmeepllcatlonFaIlOVer Disabling VSAN En.cryption.ona‘cluster: .
Rem O Ve— Vsan DISk Get—KeyMan agem en tServer Start_spmeep/ica tionprep areFai/O Ver j::)r:;;l:da:f:;;iz::;j::;|Z:rr::on -Cluster "Cluster" -EncryptionEnabled $false -
. . . Installing a vSphere Installable Bundle (VIB) on a vSphere/vSAN Host
Rem ove- VSOI’) DIS/(GFO up Ge t-Km Ip C/Ien tCertlflca te Start-spmeepllca tlonPrOm O te Perform a Deep Rekey: $VIBPATH = "/vmfs/volumes/NFSO1/VIB/cisco/scsi-fnic_1.6.0.24-10EM.600.0.0.2494585.vib"

Start-VsanEncryptionConfiguration -Cluster "Cluster" -DeepRekey - Get-VMHost -Name “hostname” | Get-EsxCli -v2 | % Update the vSAN HCL Database

Start— Vsan Clus terDiSkUp da te Get-KmSCIUS ter Start_Spmeep/ica tionRe VerSe AllowReducedRedundancy $true { $_.software.vib.install.Invoke(@{viburl=$VibPath;nosigcheck=$true})} Ev——

New-KmipClientCertificate Remove- Start-SpbmReplicationTestFailover Stop- Shr VianEnerymionConfisuration Custer “Custer Shalowsetey Repair Objects Immediately

Repair Objects Immediately: From an offline file:

Testi n g KeyMan agem en tServer Se t— Spmeep lica tion Tes tFailO Ver Syn C_ Changing the KMS Server used with VSAN: SCluster = Get.Cluster Name "Cluster Update-VsanHclDatabase -Filepath "/path/to/file/all json"

Start-VsanEncryptionConfiguration -Cluster "Cluster” -KmsCluster 'KMSCluster2" $Vchs = Get-VsanView -/d VsanVcClusterHealthSystem-vsan-cluster-health-system
/ / $Vchs.VsanHealthRepairClusterObjectsimmediate($Cluster.ExtensionData.MoRef,$null)
KeyManagementServer SpbmReplicationGroup

VSAN Traffic AGSa 3”e'|i\’;?r1 Id VsanVcCl HealthS | health VsanHealthRepairCl Obj I di G Assign ° Storage PO”Cy toa VM
Test_ Vsan Cluster’—lealth Set_KmSC/uster (Get-VsanView - sanVcClusterHealthSystem-vsan-cluster-health-system).VsanHealthRepairClusterObjectsimmediate((Get-

Cluster -Name "Cluster").ExtensionData.MoRef,$null) # Get the working SPBM Policy
T t V N t kP f Tagging/Untagging the vmk1 VMkernel interface for vSAN Traffic on a host: i%’!g{e %ﬁ'fop:mslt?fazge:‘i’clic}c’O'Name “RAIDS”
es - San e Wor er Or‘ ] )an Ce Get-VMhostNetworkAdapter -Name "vmkl" -VMhost "hostname" | Set- Create a VSAN Storage Policy $VM = Get-VM _NZ,%Z “APET’ v
CO re VMhostNetworkAdapter -VsanTrafficEnabled $true/$false -Confirm $true

Tes t- VsanStoragePerform an Ce Tagging the vmk1 VMkernel interface for vSAN Traffic on every host in a cluster Get- Assign policy rules to variables # Get the current SPBM configuration & replace the policy assigned

VsanPETT = Get-SpbmCapability -Name "VSAN.hostFailuresToTolerate" Set-SpbmEntityConfiguration -Configuration (Get-SpbmEntityConfiguration $VM) -
Cluster -Name "Cluster" | Get-VMhost | Get-VMhostNetworkAdapter -Name "vmk1" | $ P P v

Tes t_ VS an VM Crea tion Ge t— NfS US er Rem O Ve— VA /OFi/ ter Set-VMhostNetworkAdapter -VsanTrafficEnabled $true/$false -Confirm $false $VsanFTM = Get-SpbmCapability -Name "VSAN.replicaPreference" Storagepolicy speliey

$VsanSFTT = Get-SpbmCapability -Name "VSAN.subFailuresToTolerate" # Get the current SPBM configuration for each hard disk & replace the policy assigned

/ M = - ilitv - " ; [ Set-SpbmEntityConfiguration -Configuration (Get-SpbmEntityConfiguration -HardDisk (Get-
Ne W_Nfs User Set- VA lOFIlterGet- VasaPrO Vlder Witness Traffic Tagging $VsanOSR = Get-SpbmCapability -Name "VSAN.proportionalCapacity HardDisk -VM $VM)) -StoragePolicy $Policy

$VsanCacheRes = Get-SpbmcCapability -Name "VSAN.cacheReservation"

! ! _ _ Tagging the vmkO VMkernel interface for Witness Traffic on a host. $VsanCheckSumOff = Get-SpbmCapability -Name "VSAN.checksumDisabled"
vSAN iSCSI Service Remove-NfsUser Get-VasaStorageArray

Get-VMHost -Name “hostname” | Get-EsxCli -v2 | % $VsanlopsLimit = Get-SpbmcCapability -Name "VSAN.iopslimit" . .

{$ t k.ip.add.l ke(@{traffict it interf. kO'H} $VsanlLocality = Get-SpbmCapability -Name "VSAN.locality" Per-VM Storage PO“Cy Comp“ance
. _vsan.network.ip.add.Invoke(@{traffictype='witness';interfacename='vmkO0' = Get- - .
Se t_NfS User Ge t_ Ne W- Vasapro Vlder $VsanStripeWidth = Get-SpbmCapability -Name "VSAN .stripeWidth"

Untagging the vmkO VMkernel interface for Witness Traffic on a host.

Free Capacity Based on a Specific Storage Policy:
Install a new VIB to a VSAN Host (Get-VsanSpaceUsage -StoragePolicy (Get-SpbmStoragePolicy -Name "RAID5") -Cluster
"Cluster").VsanWhatlfCapacity.FreeWhatlfCapacityGB

# Get all of the VM's

. oy e . VA lOFi/ter Ne W- Rem O Ve' VGSGPFO Vider Get-VMHost -Name “hostname” | Get-EsxCli -v2 | % $VsanforceProvision = G‘e‘t-Spmea?ability —que “VSAN.fo:ceProvisioni‘ng" i:)/rhgz:hca(;i;ﬁl?:t:\l'/’;ﬂl\g)vr{rre "Cluster" | Get-VM | Sort-Object Name

Ge t— VSOnISCSIInI tla to rGrO up Ge t— VSG”ISCSIL un { $_.vsan.network.ip.remove.Invoke(@interfacename="vmk0'})} $FTM = Get-SpbmCapability -Name "VSAN.replicaPreference" | Select-Object AllowedValue Get-SpbmEntityConfiguration -VM $VM
VA IOF- te[‘ $Locality = Get-SpbmCapability -Name "VSAN.Locality" | Select-Object AllowedValue $HardDisks = Get-HardDisk -VM $VM

/ 17 / / / Il Tagging a VMkernel interface for Witness Traffic on every host in a cluster. Create a New Mirroring Policy Foreach ($HardDisk in $HardDisks) {

Ge t- VSOn/SCSIInI tla torGrO up Targe tA SSOCIG tlon Ne W_ VSG”ISCSIL un Get-Cluster -Name "vSAN" | Get-VMHost | Get-VMHost -Name “hostname” | Get- New-SpbmsStoragePolicy -Name "RAID1" -Description "Mirroring Policy" -AnyOfRuleSets (New-SpbmRuleSet (New-SpbmRule - }Get-SpmentityConfiguration -HardDisk $HardDisk
. o e . EsxCli-v2 | % Capability $VsanPFTT -Value 1),(New-SpbmRule -Capability $VsanFTM -Value $FTM.AllowedValue[O])) }
N - V / l G R - V l L { $_.vsan.network.ip.add.Invoke(@f{traffictype="witness'interfacename='vmk0'})}
ew-VsanlscsilnitiatorGroup emove-VsanlscsiLun _ _ _ _ _ o
Untagging a VMkernel interface for Witness Traffic on every host in a cluster Get- €ate a Ne (Erasure Coding) Policy

Get-Cluster -Name "Cluster" | Get-VM | Sort-Object Name | % {Get-SpbmEntityConfiguration -

Cluster -Name "vSAN" | Get-VMhost | Get-VMHost -Name “hostname” | Get-EsxCli - New-SpbmsStoragePolicy -Name "RAID5" -Description "Erasure Coding Policy" -AnyOfRuleSets (New-SpbmRuleSet (New- VM $_Name:Get-HardDisk -VM $_Name|%{Get-SpbmEntityConfiguration $_}}

New-VsanlscsilnitiatorGroupTargetAssociation — Set-VsanlscsiLun First Class Disks
Remove-VsanlscsilnitiatorGroup Get-VsanlscsiTarget . .
Remove-VsanlscsilnitiatorGroupTargetAssociation ~ New-VsanlscsiTarget Copy-VDisk New-VDisk
Set-VsanlscsilnitiatorGroup Remove-VsanlscsiTarget

Official PowerCLI Blog - http://blogs.vmware.com/PowerCLI/ The VMware PowerCLI Community Repository is a central location where anyone can contribute their ™ 1 ™
Get VDiSk R VD . k Documentation - https://code.vmware.com/web/tool/vmware—powercli own resources. The repository features a Principles of Operations document to help guide contributors along
el ’ ) O Ve IS | the process of using, creating, and updating resources which are contained within the repository. [y

VMware PowerCLI Community - http://vmware.com/go/powercli

MO Ve_ VDiSk Se t_ VDI'Sk " Twitter - https://twitter.com/PowerCLI Link: https:/github.com/vmware/PowerCLI-Example-Scripts
Set_ VSG”ISCS/ Target LinkedIn - http://www.linkedin.com/groups/PowerCLI-Users-162324 Featured Modules: Featured Scripts:
Facebook - https://www.facebook.com/vmwarepowercli ) )
. - Horizon View Helper - Home Lab Deployment
Slack - https://code.vmware.com/web/code/join - VM Encryption - Affinity Rule Creation
PowerCLI Cookbook for VSAN - https://vmware.com/go/powerclidvsan - vCenter High Availability - LUN Path Report
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